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INTRODUCTION 

As the world becomes increasingly interconnected, threat monitoring and detection methods have not 

been able to innovate to keep up with this change. Our current response to cyber threats is to add more 

sensors in the computer networks to monitor for anomalous activity in network data traffic to detect cyber 

threats. However, the amount of data organizations must capture and sort through to find that needle in 

the data haystack continues to increase. There are multiple challenges to this approach the ever-

increasing amount of data, the computational capacity to inspect this data in real-time and to detect 

anomalous activity. With the increasing complexity of the attacks and zero-days, the organizations 

continue to fall victim to the threat actors. There is a lot of optimism and promise associated with Artificial 

Intelligence – AI and Machine Learning – ML techniques to detect zero-day attacks, however, these 

approaches have limitations. Even the application of these techniques to look for the “known unknowns,” 

leaves many attacks undetected. 

 

MITIGATING CYBER-ATTACKS 

Many organizations are unable to detect that they have been attacked and their networks and computing 

systems have been compromised. They end up cleaning up after the adversaries have achieved their 

objectives. A different approach is needed that can prevent cyber-attacks from compromising the devices 

rather than monitoring, detection, and response. Power system devices at the edge of the grid such as 

protection relays, RTUs, and inverters use embedded systems and there is a need to make these devices 

more robust and resilient from cyber-attacks. One approach is to make the computing layer of the devices 

at the edge of the grid more robust against cyber-attacks by virtually eliminating the adversary’s 

capability to able to perform malicious actions. Figure 1 shows how the two protection approaches 

contrast with each other. 

 

Figure 1: Comparison of cyber protection approaches 
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EMBEDDED SYSTEM VULNERABILITIES 

The proliferation of the general-purpose computing devices used in IT and OT applications based on 

microprocessors has enabled great progress in the capabilities of these devices. The computational power 

that comes with advanced microprocessor-based architectures like ARMV8 and x86 has allowed smart 

devices to be developed with reasonable cost and has enabled OEMs to offer end-user functionality 

improving user experience. The demand for higher performance computing architectures continues to 

grow as end-users are now getting used to the enhanced capabilities and continue to expect more 

functionality from these smart devices. However, the general-purpose computing architecture that makes 

these devices smart also makes them more vulnerable to cyber-attacks. Malware can gain access to the 

computing layer through the communication stack compromising the security of the device. Cyber 

security protection approaches that are only based on monitoring and signature-based detection are 

unable to detect zero-day cyber-attacks on these devices. Figure 2 shows a model of a general-purpose 

smart device. The hardware is based on System on a chip - SoC architecture. SoCs provide a very 

interesting solution due to the combination of both Field-Programmable Gate Array - FPGAs reprogram-

ability and flexibility and powerful capabilities of an ARM processor. Such microprocessor-based systems 

can run multiple operating system instances in a virtualized compute base and can manage parallel 

processing for special functions in auxiliary FPGA hardware such as for data encryption. Architectures such 

as described below are continuing to evolve and provide system designers with greater flexibility and 

capability to design built-in security on these devices. Critical control devices used in the energy 

distribution systems such as used for power conversion (inverters) with an embedded control system that 

is part of a larger gid connected electrical network have a critical need for cyber security. The resiliency of 

the Grid can be significantly improved by the implementation of these secure computing architecture 

approaches on devices such as inverters that perform critical power conversion functions at the edge of 

the Grid. 

 

Figure 2: Computing Architecture of a Smart Device 
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PROTECTING SMART GRID 

The power grid of the future requires the development of network architecture with components having a 

high level of intelligence, called Smart Grid. Smart Grid ecosystems will be built on devices with a high 

degree of intelligence about the grid environment. The penetration of photovoltaic generation with 

sporadic generation characteristics can affect the network’s stability. Ensuring grid resilience is driving the 

need to develop smart inverters with management capabilities that enable them to respond to grid 

perturbations. The embedded inverter designs must be capable to optimize photovoltaic generation and 

provide the multifunctional capability to analyze power quality and to ensure that it protects the grid and 

personnel. As these smart devices proliferate the grid the next step will be to integrate these capabilities 

into a Zero Trust-based architecture to secure the complete Distributed Energy Resources Management 

System - DERMS system from inverter-edge to the utility-owned on-prem or cloud-based DERMS system. 

The first step in the process of protecting the grid devices is to introduce a trusted computing base - TCB 

between the hardware and the upper software stack. The introduction of a TCB transforms the capability 

of a device to actively react to cyber-attacks. The active security posture of the TCB limits the application's 

capability up the stack to perform only required and authorized functions by following a deny-all and 

allow by exception approach. The TCB built on a virtual secure foundation isolates the application and 

operating system layer from the hardware limiting the functionality. This results in creating a trusted 

environment at the edge. This new approach is more effective to combat zero-day cyber-attacks 

compared to the traditional network monitoring and detection-based solutions that have proven to be 

ineffective. The technology and the architecture to create a secure trusted computing base that is Formal 

Methods proven between hardware and software/operating system and ensures an Active Security TM 

posture through virtual machine introspection virtually eliminating the surface that threat actors can 

attack keeping people and industries safe and secure. Figure 3 shows how a Zero Trust architecture can 

be integrated with the trusted computing base implemented on the devices at the edge of the grid. 

 

Figure 3: Extending Zero Trust to the Computing Edge 
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ZERO TRUST – ZT INTEGRATION 

Zero Trust – ZT relies on mutual authentication, verifying the identity and integrity of devices whether 

they exist inside or outside the network, and providing access to applications and services based on the 

confidence of device identity and device health in combination with user authentication and 

authorization. This provides a secure foundation for trusted communications and interactions between 

devices. One of the foundational pillars of the Zero Trust security model is device security. The 

cybersecurity posture and the trustworthiness of the computational platform of a device is critical 

attribute of the Zero Trust architecture. Even in cloud-based implementations, the computation must 

occur at some hardware platform. Integrating the security of devices at the computing edge into a Zero 

Trust architecture is critical to ensure that the application running on the hardware only gets limited and 

allowed access to the computational and other resources at the compute level.  

One of the ways to improve the security posture of the overall system is to extend the ZT concept to 

include the least privilege and least functionality implemented at the computing edge. Smart devices built 

with TCB integrated into ZT-based systems improve the security and resilience of these systems against 

cyber-attacks, Figure 3 shows an example of an extended Zero Trust-based architecture that can be 

implemented in an information and operational technology system. 

 

Figure 4: Extending Zero Trust to Least Privilege and Functionality Model 

 

ZERO TRUST AT COMPUTING EDGE 

The least privilege and functionality are a logical extension of the zero levels of trust. Implemented at the 

computing edge it enables organizations to intercept threats by securing their systems from the ground 

up. Instead of searching through the haystack of information for the “known unknown” cyber threats. 
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Organizations implementing the least functionality approach can model the applications based on 

activities they should be performing and deny the activities they should not be performing, meaning deny 

all, allow by exception. Computing devices designed with this approach can virtually eliminate the ability 

of the threat actors to exploit the vulnerabilities up the stack and can prevent access to system resources 

that aren’t compliant with the least functionality authorization. The essential tenets of Zero Trust are 

achieved by implementing a deny-listing of application functions that attempt to act beyond their 

designated level of privilege and functionality at the computing edge. Figure 4 shows how such an 

architecture can be integrated into a ZT-based federated trust management system. 

 

Figure 5: Zero Trust Federated Trust Management System 

 

CONCLUSION 

BedRock trusted computing base can monitor all processes in real-time and limit the application's 

capability to access system resources. So, instead of passively searching for the needle in an ever-growing 

network-centric data haystack, organizations that implement ZT solutions and the least functionality will 

be better prepared for the next generation of cyber threats. 
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